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1. INTRODUCTION

1.1 OBJECTIVE

This document establishes an assessment process for gpplication developers and security engineersto
use as they design and assess security mechaniamsin their gpplications. The methodology will assst
gpplication deveopersin identifying vulnerabilities in their gpplications and in validating gpplication
Security requirements as defined in the Recommended Standard Application Security Requirements
document, drafted as a precursor to this methodology. The assessment methodology will serve asafirst
gep in ensuring that security is designed into existing gpplications and will aid application developersin
identifying security flaws early in the life cycle of an gpplication. The methodology can be used to assess
and vaidate requirements in gpplications of various types, including stand-aone Web gpplications and
Web agpplications that interoperate with “backend” databases and other legacy servers. The
methodology presents ways to identify general vulnerabilities and common programming/coding errors
for avariety of applications.

It is anticipated that the methodology presented herein will be used by not only developersto design
security into applications during the development phase, but dso certification and accreditation
personnel in the future to vaidate an application’s security integrity. Furthermore, the methodology can
be usad to identify vulnerabilities and improve security currently designed into existing applications.

This methodology provides an overview of tools that can be used during the assessment process and
explains how the tools have been categorized to best assess requirements against a specific gpplication.
Themethodology addresses proper tool selection, configuration, and scanning techniques. Guiddines
for interpreting assessment results are presented and ways to identify corrective actions are suggested.

1.2 BACKGROUND

The Defense Information Systems Agency (DISA) Application and Computing Security Divison's
(AP12) missonisto provide for the identification, development, system engineering, prototyping,
provisoning, and implementation of various technologies supporting the defense-in-depth (DID)
concept for multilayered protection of the globa applications and computing infrastructure of the global
information grid (GIG). API2 has defined a set of gpplication security requirements and common
vulnerahilities applicable to amgority of gpplications. These security requirements were documented in
the Application Security Developer’s Guide. API2 identified a set of tools that can be used to
identify application vulnerabilities and are grouped in the Application Security Assessment Toolkit.

This document presents a methodology to test for gpplication security requirements and vulnerabilities
presented in the Recommended Standard Application Security Requirements document. The
assessment methodology uses assessment tools identified in the Application Security Assessment
Tools Market Survey and suggests corrective actions where applicable based on guidance presented in
the Application Security Developer’s Guide. This assessment methodology will help gpplication

FOR INFORMATION PURPOSE



DRAFT FOR INFORMATION PURPOSE

developers and test engineers establish an assessment process that can be used throughout the
goplication’s development life cycle.

1.3 SCOPE

The methodology presented herein defines a process that developers can use to test and vdidate
goplications of al types regardiess of platform or operating system. The methodology can be used to
asess sarver gpplications, client applications, and standa one applications where the gpplication types
range from Web, database and collaboration applications, and ultimately to legecy applications. At this
point, the methodology was developed with amultitool gpproach in mind because no sngle tool exists
to test dl types of gpplications as well asvdidate dl security requirements. Therefore, multiple tools
must be used (thus, the development of the Application Security Assessment Toolkit) dong with
supplementa procedures when assessing the security of an gpplication. The methodology predominately
focuses on Web gpplications because of the maturity of tools available. This methodology may be
applied to legacy applications once assessment tools are developed or modified to assess the security of

legacy applications.

Note, however, that completion of this methodology does not guarantee perfect security in an
goplication. The tools within the Toolkit, athough quite comprehensive, will not vaidate al security
requirements. Moreover, use of the Toolkit will not guarantee that al security vulnerabilities will be
discovered within an gpplication. In fact, dl items within the Toolkit are continualy being improved and
updated by their respective manufacturers and vendors as new vulnerabilities are discovered and
exigting detection techniques are updated. As such, it is suggested that applications be assessed
repeatedly for vulnerabilities throughout their life cycle.

1.3.1 Intended Audience

Application developers should use this methodology to learn how to identify and improve on
unintentiona vulnerabilities introduced during application development, thereby making future
gpplications more secure.

Application developers and security engineers will use this methodology as agtarting point for testing
and identifying potentid vulnerabilitiesin their gpplications and assessing the vaidity of security
requirements and features designed into gpplications.

The intended audience for this methodology document shal be application developers, security
engineers, certifiers and accreditors, and any other personnd involved in the application devel opment
and security testing process. It is assumed that the audience following the methodology presented in this
document is aready well versed in software development processes and testing practices associated
with vulnerability assessments. The individuas implementing this methodology should have an
understanding of, and genera experience with, the target application(s). It is aso assumed that they are
familiar with the assessment tools contained in the Application Security Assessment Toolkit. For this
document, this audience shdl bereferred to, in an dl-inclusve sense, as* devel opers.”

2
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1.3.2 Assessment Environment

Application assessments using this methodology should be carried out in atest environment. This
methodology recommends using assessment tools that are capable of stressing gpplications to their
maximum design limits. Assessment tests performed can fill logs, databases, directories, and other data
collectors with great quantities of test data. The testing performed can aso introduce many errorsinto
an application or Web ste. The ability to restart applications or revert back to pretest basdline
conditionsis essentid. It is strongly suggested that a comprehensive assessment be conducted only
againgt development sites and applications, not againgt production environments.

This methodology can be used to assess production gpplications; however, it may not be possible to
perform al tests. Careful configuration of the vulnerability assessment tools is required to ensure thet the
gpplications remain operationd in a production environment.

1.3.3 Assessment Methodology Updates

This*“living document” will be updated periodicaly as new assessment tools are devel oped and made
available. The assessment methodology presented in the following sectionsis geared toward ng
gpplications using the scanning tools contained in the Application Security Assessment Toolkit, dated
October 2002.

Although the assessment methodology is not dl-inclusve, it will be as comprehensive as possible using
the technologies now available. The generd gpplication assessment approach presented in the sections
below should remain constant regardless of additions and changes to the Toolkit. If anything, the
assessment methodology will be enhanced to address new security requirements, new capabilities, and
new methods to check for additiona security requirements as functiondity is added to future versons of
the Toolkit.

14 DOCUMENT STRUCTURE

This document consists of seven sections and three appendices. An overview of the sectionsis provided
below.
Section 1, Introduction, describes the objectives, scope, and structure of this document.

Section 2, Toolkit Overview, describes the overall Toolkit concept and provides an overview of
each tool.

Section 3, Assessment Process Overview, provides a high-levd discusson of the overdl
assessment methodol ogy.

Section 4, Pre- Assessment Phase, describes the necessary steps in the pre-assessment process.

Section 5, Assessment Phase, discusses the procedures required to conduct an assessment using
each tool from the current toolkit.

Section 6, Post-Assessment Phase, describes the necessary stepsin the post-assessment process.
3
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Section 7, Conclusion, summarizes and concludes this entire document.
Appendix A, Acronyms, lists the acronyms used throughout this document.
Appendix B, References, lists the references used throughout this document.

Appendix C, Requirements- Toolkit Capability Map, facilitates mapping the current Toolkit's
capabilities to the security requirements established in the Recommended Standard Application
Security Requirements document.
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2. TOOLKIT OVERVIEW

General Purpose
gAssessment Tool
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Application
Assessment Tool
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Database
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Developer
Assessment Tool

Figure2-1. Application Security Assessment Toolkit Concept

21 TOOL CATEGORIES

The application developer is chalenged to work in a space that encompasses many different platforms,
hosts, and applications. Thisworkspace, asillustrated by the gray shaded areain Figure 2-1, could
span from Web servers to application servers to databases, with middleware serving as the glue to
connect them via some sort of network. Each areais potentialy susceptible to vulnerabilities.
Unfortunately, because each is distinct, no single tool is capable of comprehensvely assessing dl
platforms. Therefore, the concept of a vulnerability assessment (VA) toolkit has evolved to provide a
comprehensve means of ng vulnerabilities across the devel oper’ s continuum.

The VA toadlkit, in its current incarnation, is composed of four principa tool categories

Web Application Assessment Tools
Database Assessment Tools
Generd-Purpose Assessment Tools
Developer Assessment Tools.

A brief description of each tool category follows.
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211 Web Application Assessment Tools

Web application assessment tools are designed to automaticaly scan Web applications, stes, and
servers, looking for potentid vulnerabilities. These tools differ from generd- purpose VA toolsin that
they do not perform a broad range of checks on amyriad of software and hardware (i.e., port scanning
or host vulnerability scanning). Instead, they perform other checks, such as potentia field manipulation
and cookie poisoning, which alows a more focused assessment of Web gpplications by exposing
vulnerabilities that sandard VA tools cannot detect.

2.1.2 Database Assessment Tools

Database assessment tools are vulnerability scanners designed to specifically evauate and assess
database vulnerahilities. These tools perform penetration testing and auditing, scanning for known
configuration vulnerabilities, incorrect settings, week security profiles, and missing patches or out-of-
date software.

2.1.3 General-Purpose Assessment Tools

General-purpose assessment tools are the traditional security scanning tools that concentrate on
scanning networks and systems for potertial security weaknesses and recommend fixes. Because these
tools are designed to scan abroad range of gpplications and systems, their ability to focus in-depth on
the vulnerabilities of a goecific item, such as adatabase, islimited.

2.1.4 Developer Assessment Tools

Deveoper assessment tools are designed to directly aid the application developer or software engineer.
These tools are designed to locate potentia vulnerabilities in either source-code or compiled programs.
They do not definitively find bugs, rather they provide a reasonable starting point for performing manud
security audits. These tools are mainly composed of source-code scanners, which generdly are
relaively new (and sometimes sill under development) opensource tools designed to scan source
code, finding potentidly dangerous function cals. These toolswill highlight potentia vulnerabilities and
alow the developer to ether repair them or accept their risk. These tools provide better information and
better prioritization than smply searching the source code for risky functions using the “grep” search
tool.

Note that these tools are intended for use by the developer or someone with extensive knowledge and
understanding of the source code of gpplications. Although these tools are not inherently complex, they
require sophigtication on the part of the user and intimate knowledge of the analyzed code to interpret
the reaults.
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22 TOOL OVERVIEW

Web Application AT Database AT
(SPIDynamics Weblnspect) (ISS Database Scanner)

General Purpose AT
(eEye Retina)

Developer ATs
(FlawFinder, RATS, Splint)

Figure 2-2. Tool kit Components

The Application Security Assessment Toolkit currently includes the four types of tools discussed in
Section 2.1 and illusgtrated in Figure 2-2 above. Specificdly, these tools by type are as follows:

SPIDynamics Webl nspect (Web gpplication assessment tool)

Internet Security Systems (1SS) Database Scanner (database assessment tool)

eEye Retina (generd purpose assessment tool)

Developer assessment tools

»  Hawfinder

> Rough Auditing Tool for Security (RATS)

> Solint.
Note that the three developer assessment tools (Flawfinder, RATS, and Splint) possess smilar
capabilities across a broad range of programming languages while differing dightly in the vulnerabilities

that each detects. It istherefore envisioned that the developer will use as many of the developer
assessment tools as feasible to maximize the type of vulnerabilities detected.
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221 SPIDynamics Weblnspect (Web Application Assessment Tool)

Weblnspect is designed to dynamically scan stlandard and proprietary Web applications to identify
known gpplication vulnerabilities. It alows the user to conduct security assessments on any Web-
enabled application, including specific assessment capabiilities for IBM WebSphere, Lotus Domino,
Oracle Application Servers, and MacroMedia ColdFusion. Configuring the system to andlyze Internet
goplicationsis eadly accomplished quickly, dthough this can vary depending on the number of systems
to be andyzed. Weblnspect uses “ Adaptive-Agent” technology, a set of heurigtics that enablesit to
aoply intelligent application-level security checks. This technology is a multiphased gpproach to Web
goplication assessments. As auser initiates an assessment, Weblnspect assigns assessment agents to
dynamically catalog dl areas of a\Web application. As these agents complete the assessment, findings
are reported back to amain security engine that analyzes the results. Weblnspect then launches * threat
agents’ to evauate the gathered information and gpply attack agorithms to determine what
vulnerabilities exist and the severity of those vulnerdbilities

Weblnspect provides afull programming language and programming tools to write custom rules. The
tool provides advanced executive-leved reporting functiondity with additiona report and graphing
features, including trend anaysis, for comparing assessments and tracking progress. Finaly, Weblnspect
eectronicaly updates its built-in intdligence as it references and synchronizes (in a live-update manner)
with a continuoudy updated database of hacking methodologies over the Internet.

2.2.2 |SSDatabase Scanner (Database Assessment Tool)

The ISS Database Scanner assessment tool identifies security vulnerahilitiesin leading database
applications, such as Microsoft SQL Server, Oracle, and/or Sybase database servers. Database
Scanner offers security policy generation and reporting functiondity, which measures policy compliance
and automates the process of securing critical online data. Database Scanner can perform two types of
database scans. an audit scan and a penetration test.

The audit scan is an indde-out gpproach that enumerates users, groups, privileges, logins, and awide
number of other objectsin the database, identifying misconfigured privileges and opportunities for
misuse by authorized users. It dlows usersto identify exactly what objects are in their database, who
has access to them, and what they have been doing and could do. Penetration testing, on the other
hand, is an outsde-in gpproach that attempts to gain access to a database the way a hacker would by
using known default passwords and password guessing.

Database Scanner includes a set of predefined, customizable “best practice’ security policies. These
policies dlow for abroad range of tests from andyzing the risk of compromise from smple attacks by
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unsophigticated externa attackers to testing the integrity of application data against accidenta or
malicious changes*

Database Scanner asssts in identifying the following types of vulnerabilities:

Authentication checks encompass dl of the settings needed to verify each user’s clamed
identity within the database management system. Includes password strength andys's, password
aging, login attacks, stae logins, default login and password checks, and security of
adminidrative accounts.

Authorization checks focus on how an authenticated user is permitted to use specific
resources within the system. Includes logor+hours violations, account and role permissions,
stored procedure access, unauthorized object owners, resource access, and permissions.

System integrity checks focus on the coordination and control of system resources of the
database system. Includes Trojan horses, operating system integyrity, audit configuration, and
andyss.

Database Scanner aso provides executive-leve reporting functiondity with additiona report and
graphing features. Findly, Database Scanner can be eectronically updated viathe usng its
XpressUpdate feature, which provides updates to its database with the latest vulnerabilities and refined
checks.

2.2.3 eEyeDigital Security Retina (General-Purpose Assessment Tool)

Retinais able to scan dl types of operaing sysems for vulnerahilities, including UNIX-based operating
gystems (e.g., Solaris, Linux, BSD, etc.) as well as networked devices (such as routers and firewalls).
Retinaincludes vulnerability auditing modules for the following services: Network Basc Input/Output
System (NetBIOS), HyperText Transfer Protocol (HTTP), Common Gateway Interface (CGl), File
Transfer Protocol (FTP), Domain Name Service (DNS), Post Office Protocol 3 (POP3), Smple Mall
Trandfer Protocol (SVITP), Lightweight Directory Access Protocol (LDAP), Transmission Control
Protocol/Internet Protocol (TCP/IP), and User Datagram Protocol (UDP). Additiondly, Retina has
modules for checking registry settings, Denid of Service (DoS) vulnerabilities, Users and Accounts,
password vulnerahilities, and publishing extensions.

Retinais designed to scan for vulnerabilities quickly, concisaly, and accurately and uses an atificid
intelligence (Al) module, which andyzes dl data gethered to determine exactly what protocol and

! 1t is recommended to use Database Scanner in conjunction with other tools from the Toolkit, such asaWeb
application assessment tool and a general-purpose assessment tool. The Web application tool could provide a
detailed assessment of Web-enabled database front-end (if used), whereas the general-purpose tool would provide a
detailed assessment and recommendations for locking down the base operating system and network services on
which database servers and related critical systemsreside.

9
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sarviceis running before proceeding and running the gppropriate vulnerability checks. To find possble
unknown vulnerabilities, Retina uses Common Hacking Attack Methods (CHAM), aong with the Al
technology, to identify potentialy unknown vulnerabilities. (Note that Retind s CHAM fegture has
alowed eEye to discover some of the more recent large vulnerabilities in Microsoft 11S.)

Retind s use of the Al module to perform smart scanning dlows for a scanning toal that is extremey

fagt. Thesefeatures are easly and intuitively accessed through awel-designed graphica user interface
(GUI) interface. Furthermore, al aspects of the scanning and reporting are easily controlled through this
GUI.

Retina generates detailed information about any vulnerahilities discovered, including detailed fix/repair
information. Note that in addition to including detailed fix information for al of the above known systems
and sarvice vulnerahilities, Retina can dso automatically fix many of the above listed vulnerabilities, such
aswith regigtry settings and file permissions?

Findly, as new vulnerabilities are discovered, an autoupdate feature provides updates for its modules on
aregular basis. For individuals who discover their own vulnerabilities or desire other modulesto be
checked, Retina also has an open architecture that alows the user to create their own modules with any
programming language, such as Perl, C, C++, Visud Basic, and Delphi.

2.2.4 Flawfinder (Developer Assessment Tool)

Developed by David Wheder, Hawfinder is a Python language program that can be used to assist
auditing C and C++ code. Hawfinder works by using a built-in database of C/C++ functions with well-
known problems, such asthe following:

Buffer Overflow Risks (e.g., Srcpy, streat, gets, sprintf, and the scanf family)

Format String Problems (e.g., [V][f]printf, [V]snprintf, and sydog)

Race Conditions (e.g., access, chown, chgrp, chmod, tmpfile, tmpnam, tempnam, and mktemp)
Potential Shell Metacharacter Dangers (e.g., most of the exec family, system, popen)

Poor Random Number Acquisition (e.g., random).

Hawfinder produces alist of potentia security flaws sorted by risk. Thisrisk level depends not only on
the function, but dso on the vaues of the parameters of the function. For example, congtant strings are
often less risky than fully variable strings in many contexts. In some cases, Hawfinder may be able to
determine that a congtruct containing a risky function is actudly secure in the context of the program,

2 Note that use of Retina’s auto fix features should be performed with care. It isimportant to ascertain that any repairs
made by Retina are not contrary to recommended system configurations based on DISA’s Secure Technical
Implementation Guides (STIG), which take priority.

10
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thus reducing fadse positives. Also, Hawfinder correctly ignores text ingde comments and strings (except
for FHawfinder directives).

Hawfinder is quite fast, covering thousands of lines of C code on atypica desktop machinein a matter
of seconds. Flawfinder isreleased under GNU Public License (GPL) version 2 and therefore is free
software. Note that not every potentia coding error that Flawfinder detectsis actualy a security
vulnerability, and not every security vulnerability is necessarily found. In fact, Hawfinder does not
“undergtand” the semantics of the code at dl; it does only smple text pattern matching. Neverthdess,
FHawfinder can be avery useful ad in finding and removing security vulnerabilities.

225 RATS (Developer Assessment Tool)

RATS, developed by Secure Software Solutions, is a security auditing utility for C, C++, Python, Perl,
and PHP code. Smilar to Hawfinder, RATS scans source code, finding potentialy dangerous function
calls susceptible to buffer overflows and Time of Check, Time of Use (TOCTOU) race conditions.®
The god of the RATS project is not to definitively find bugs, but to provide a reasonable starting point
for performing manud security audits. Asits nameimplies, thetool performs only arough andysis of
source code. It will not find every vulnerability and will aso find problems that are not vulnerahilities,
such as coding mistakes.

RATS s rdleased under verson 2 of the GPL. Thetoal isfarly flexible in terms of defining the type of
vulnerahilities it uncovers. The user can specify what vulnerabilities are reported in the tool’ s output
report via both the data contained in the vulnerability databases that are used and the specified setting of
the tool’ s vulnerability warning level. Each vulnerability indludes alist of files and location information
(line number), followed by a brief description of the vulnerability and suggested action.

2.2.6 Splint (Developer Assessment Tool)

Splintisatool for staticaly checking C (but not C++) programs for security vulnerabilities and coding
mistakes. Splint does many of the traditiona Lint * checks, including unused declarations, type
inconggtencies, use before definition, unreachable code, ignored return vaues, execution paths with no
return, likely infinite loops, and fdl-through cases. More powerful checks are made possible by
additiond information given in source code annotations. (Annotations are stylized comments that
document assumptions about functions, variables, parameters, and types.) In addition to the checks
specificdly enabled by annotations, many of the traditiona Lint checks are improved by exploiting this

% Note, however, that although RATS and Flawfinder search for similar vulnerabilities, each does so in a different
manner, emphasizing different items and producing different output. Use of both tools is recommended.

“LintisaUNIX command that examines C source programs, detecting a number of bugs and obscurities. It enforces
the type rules of C more strictly than the C compilers. Lint isalso used to enforce a number of portability restrictions
involved in moving programs between different machines and/or operating systems.

11
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additiond information. (Note that before 2002, Splint was known as LCLint. Splint 3.0 is the successor
to LCLint 2.5.)

The following types of problems are detected by Splint:
Buffer overflow vulnerabilities
Dangerous macro implementations or invocations
Dereferencing a possible null pointer
Using possibly undefined storage or returning storage that is not properly defined
Type mismatches, with greater precision and flexibility than provided by C compilers
Violations of information hiding
Memory management errors, including uses of dangling references and memory lesks
Dangerous diasng
Modifications and globa variable uses that are inconsstent with specified interfaces

Problematic contral flow, such aslikely infinite loops, fal through cases or incomplete switches,
and suspicious Satements

Violaions of customized naming conventions.

Splint iswell supported by the Secure Programming Group at the University of Virginiaand comeswith
extengve documentation on its use. It was written in C; therefore, anyone with a standard American
Nationa Standards Ingtitute (ANSI) C compiler can recompileit for their platform. Splint isaversatile
tool because it can andyze code a many levels of abstraction.

23 RUNNING TOOLSFROM TOOLKIT

All of the above tools will be avalable in the Application Security Assessment Toolkit for usein

ng vulnerabilities within the gpplications under development. Depending on what stage of
development (e.g., gpplication source coding, middieware coding, system integration) or type of
gpplication under development (e.g., Web, database), the developer will be able to choose atool to
help assess vulnerahilities. The developer will be able to pick, choose, or pull tools from the Toolkit that
most appropriately fit the requirements and type of goplication under development.
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3. ASSESSMENT PROCESS OVERVIEW

Pre-Assessment

Application Categorization

Vulnerability and Requirements Identification
Toolkit Capability to Requirements Mapping
Tool Selection

Manual Procedures and Assessment Process
Test Environment Preparation

\

Assessment

O U WN P

1. Tool Configuration

2. Usage

3. Results
Post-Assessment

1. Corrective Actions

2. Functionality Validation
3. Reassess

4. Capture Lessons Learned

Figure 3-1. Assessment M ethodology

The assessment methodology using the current Toolkit to vaidate an application’s compliance with
security requirements can be broken into three distinct phases (Figure 3-1) that are outlined below and
discussed at length in the following sections.

Pre-Assessment: This phase sets the stage for the overdl vaidation exercise. The devel oper will
categorize the application undergoing assessment; identify security requirements that pertain to that
gpplication type; map those requirements to the capahilities of the current toolkit; select the gppropriate
tool(s) to conduct the assessment; develop any manua procedures to supplement any Toolkit shortfdls;
and prepare the test environment. (Section 4)

Assessment : In this phase, the actua assessment of the application occurs through the use of
assessment tools from within the Toolkit. Prior to the tool () being employed, it must be properly
configured. After its use, the tool(s) will produce an output report detailing any vulnerabilities
discovered, which must be reviewed and interpreted by the developer. (Section 5)

Post-Assessment : Thefind phase of the methodology requires the devel oper to take corrective
actionsto repar or mitigate any vulnerabilities discovered during the assessment phase. The developer
must then ascertain whether the gpplication il functions correctly, as designed, without any unintended
dde effects. If corrective actions were taken, the developer must repeat the assessment process to

13
FOR INFORMATION PURPOSE



DRAFT FOR INFORMATION PURPOSE

vaidate that the gpplication is free from vulnerabilities and in compliance with security requirements.
Finaly, the developer must capture any lessons learned. (Section 6)
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4. PRE-ASSESSMENT PHASE

The methodology in this phase is an important step in the overdl assessment process. Prior to the actud
vulnerability assessment occurring, the developer must have a clear understanding of the Toolkit’s
capabilities with respect to the security requirements that pertain to the gpplication being assessed. The
pre-assessment methodology, asillustrated in Figure 4- 1, will prepare the devel oper to successfully use
the Toolkit as envisioned by helping the developer to

Categorize the gpplication under development

|dentify the security requirements that must be vaidated and any vulnerabilities to be detected
Map the security requirements to current Toolkit capabilities

Choose the appropriate assessment tool (s)

Determine if supplemental procedures need to be developed to vaidate requirements

Prepare the test environment.

i.e., Web App, Database,

Categorize Application| !
Server/Network, Middleware...

under development

Can capabilities

Identify applicable of current toolkit Supplemental
requirements , be mapped i Assessment
for application 4 to identified NG Process Needed for

under development requirements and Given Requirement A

available tools?

-~
A mapping between application s Delvelopt |
category, available tools, lfjprgceergﬁrea
and requirements exists Repeat for next

requirement

Select Tool

Repeat for next
requirement When all relevant requirements
have been mapped

Prepare Test
Environment

}

Figure4-1. Pre-Assessment Flowchart

15
FOR INFORMATION PURPOSE



DRAFT FOR INFORMATION PURPOSE

41  APPLICATION CATEGORIZATION

Application categorization, adthough a seemingly irrdevant and extraneous step in the development
process, isimportant when using the Toolkit to assess gpplication vulnerabilities. Before commencing a
vulnerability assessment, the developer, by definition, will have a clear understanding of the type of
application being developed. This could range from a database to a Web application, from a database
server to aWeb server, from a network to middleware, or a smple stand-aone goplicaion. Although
this categorization will be trivia to the deve oper, it is an important step in the vulnerability assessment
process because each Toolkit component is designed for a specific type of application. Table 4-1 lids
the types of applications that can be assessed using the current cgpabilities of the Toolkit.

Table4-1. Application Types

Application Type

Web Application
- IBM Websphere

Macromedia ColdFusion

Macromedia JRun

L otus Domino

Oracle Application Server

BEA WebLogic

- Jakarta Tomcat

Web Server
Database Instance

Oracle

SQL Server

Sybase
Database Server
Operating Systems
Network Devices
Network Services
Host Computer
C Source Code
C++ Source Code
Perl Source Code
Python Source Code
PHP Source Code
HTML Source

Before moving on to the next step, the devel oper must categorize the application being assessed.
Categorizing the gpplication will become important during the Toolkit Capability to Requirements
Mapping (4.4) when the developer must map the most appropriate tool to the gpplication. In some
ingtances, a requirements mapping may exist for one type of gpplication (i.e., a Web gpplication) but not
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for another (i.e., database). The developer therefore must have aclear idea of the gpplication category
to be able to correctly determine if a mapping does exist. The use of multiple tools may aso be
gopropriate when andyzing an gpplication that fals into severd categories (e.g., a Web application with
adatabase interface), or when anayzing actua source code in which case multiple developer
assessment tools may be used.

4.2 VULNERABILITY AND REQUIREMENTSIDENTIFICATION

The Recommended Standard Application Security Requirements document (Verson 1.1, June 6,
2002) defines and documents a set of recommended security requirements that is common to al
software goplications. That document serves asthe first step in designing security into gpplications and
will aid gpplication developersin identifying potentia vulnerabilities and security flaws early in thelife
cycle of the gpplication.

After the devel oper has categorized the gpplication currently under development, the devel oper will

need to identify the relevant security requirements that pertain to the gpplication using the
Recommended Standard Application Security Requirements document.” Before commencing the
next step, the devel oper should have assembled a complete list of pertinent security requirements for the
gpplication that is being assessed. Thislist will be used in the next step to determine which tools within
the Toolkit can be gpplied for the current assessment.

43  TOOLKIT CAPABILITY TO REQUIREMENTS MAPPING

The developer will proceed to use the list of pertinent security requirements to determine which tool
within the Toalkit (if any) can be used in assessing vulnerabilities within the current gpplication under
development. The developer will use the Requirements-Tool kit Capability Map (see Appendix C) to
determine which tools can be used to vaidate the security previoudy identified requirements and assess
vulnerahilities within the application. If a security requirement is mapped to an appropriate and avalable
assessment tool, then the developer can select the tool and be able to assess that requirement in an
automated manner (Section 5). However, if adirect mapping does not exist, then the devel oper will
have to validate the requirement using supplemental procedures and processes (see Section 4.5).

Congder the example where the developer’ s gpplication is a Web gpplication. The devel oper identified
three requirements pertaining to this application as depicted in Table 4-2. The developer then cross-
references the Requirements- Toolkit Capability Map to identify the tool to run.

® Note that use of the Recommended Standard Application Security Requirements guide is covered within the guide
itself but not in this Methodology document. Familiarity with the Recommended Standard Application Security
Requirements guide is assumed.
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Table4-2. Example of Successful Toolkit to Requirements M apping

Quick VULN. TooL CATEGORY

REQ # REFERENCE REQUIREMENT ADR. MAPPING

4.0.10 | High-risk services | Avoid use of high-risk services and technologies, - Web Application
such as Telnet, Simple Network Mail Protocol
(SNMP), and mobile code, in/by applications - Genera Purpose
unless absolutely necessary.

4.2.17 | Invalid pathname Whenever a pathname or Uniform Resource V14 - Web Application

references Locator (URL) referenced in the application code is

changed or removed from the system, the
application code must be changed to change or

delete that reference.
4.4.18 | Initiaization of If the programming language in which the - Web Application
variables application iswritten does not automatically
ensure that all variables areinitialized to zero - Developer

when declared:

The application code must explicitly initialize all of
its variables when they are declared.

NOTE: “ C" does not provide the necessary zero
initialization of variables.

44  TOOL SELECTION

After completing the Toolkit capability-to-requirements mapping, the developer will have identified a sat
of assessment tools that can be used to validate requirements within the gpplication. If multiple tools
were identified as gppropriate, the precise order of their useis|eft to the developer’ s discretion. For
ingtance, the mapping in Table 4-2 may have identified a Web gpplication tool and a genera-purpose
tool as gppropriate tools for testing a Web server and Web page. The developer isthen ready to
prepare the test environment and begin the assessment process. If no tools were identified, then the
developer must resort to supplementa procedures to vaidate any identified security requirements for the
gpplication under devel opment.

45  SUPPLEMENTAL PROCEDURESAND ASSESSMENT PROCESS

Supplementa procedures and assessment processes will be required if no direct mapping exists
between arequirement and toolkit capability. This may occur when an gpplication is highly customized
for agpecific task (and therefore beyond the typica scope of acommercidly available todl). In addition,
an gpplication may be a*“legacy” application operating on hardware (or software) that is not widely
supported in the environment in which many of the commercidly available tools were devel oped.
Findly, many of the current security requirements contend with ether classified deta or the use of
encryption—typicaly areas where many commercialy available tools avoid. For example, consider the
mappingsin Table 4- 3 that are based on the current Toolkit.
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Table4-3. Example of Requirements Needing Supplemental Proceduresfor Assessment

VULN. TooL CATEGORY

ReQ # QuiCcK REFERENCE REQUIREMENT ADR. MAPPING
4.0.6 | Interoperability The application’s PK| functions must be V3 None. Use

with Department of | implemented using PKI technology that is Supplemental

Defense (DoD) interoperable with DoD PKI. [7] Procedures

Public Key

Infrastructure (PK1)
4.2.14 | Labeling of If the application is either None. Use

Classified data - Used to create or modify classified Supplemental
data, OR Procedures

Isa Mission Category | used to create

or modify classified or sensitive data.
The application must apply the appropriate
confidentiality and integrity labelsto the data at
the time of creation or modification. These labels
must be understood by the access control
mechanism used to control access to the data.

Inthe " Tool Category Mapping” column, no direct mapping exists between the requirement and atool
(indicated by the “None. Use Supplementa Procedures’ statement). Therefore, for the application
developer to validate these security requirements, manua procedures or processes will need to be
developed as the current Toolkit does not contain any capability to alow for an automated assessment
to occur.

To successfully vaidate these types of requirements, the developer will need to devise a method to
manualy test the application. As afirst step, the developer should refer to the Application Security
Developer’s Guide. The Developer’s Guide was designed to provide guidance and recommendations
to developers interested in securing their gpplications and as such will provide ingght to the developer in
creating a cusom methodology for vaidating requirements that are beyond the capatiilities of the toolkit.
At this paint, the developer has severd options available to vaidate the requirement. For example, the

devel oper may—

Determine that he/she possesses sufficient knowledge on the requirements on hand and will
devise away to vaidate them.

Examine current Security Technica Implementation Guides (STIG) for relevant procedures
for securing the gpplication to meet the requirement.

Develop acustomized script (e.g., a Perl or Python script) to automate the testing process.

Note that occasiondly an indirect mapping will occur with regard to a certain requirement for the current
Tooalkit. This occurrence, in which an automated tool will provide ameans of indirectly vaidating a
security requirement, isindicated in the right-maost column of Appendix C by the phrase, “Indirect
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mapping using tool name(s) where tool refersto the tools that can be used indirectly to vaidate the
requirements.

Congder the examplein Table 4-4 below.

Table4-4. Exampleof Indirect Toolkit to Requirements M apping

VULN. TooL CATEGORY
REQ # UlCK REFERENCE REQUIREMENT
Q ADR. MAPPING

4.6.5 | Audit information If the application handles classified data: Indirect mapping
captured by using database,
classified Each audit record must include the following Web application,
applications information (as relevant for the type of event) and general-

[1,2,18]: purposetools

UserID of user or process ID of process
causing the event

Success or failure of attempt to accessa
security file

Date and time of the event

Type of event

Success or failure of event
Seriousness of event (violation)*
Successful or failure of login attempt

Denial of access resulting from excessive
number of login attempts

Blocking or blacklisting a UserID, terminal, or
access port, and the reason for the action
Datarequired to audit the possible use of
covert channel mechanisms

Privileged activities and other system level
access

Starting and ending time for accessto the
application

Activities that might modify, bypass, or
negate safeguards controlled by the system
Security-relevant actions associated with
periods processing, or the changing of
security labels or categories of information

The database, Web application, and general-purpose tools, can dl be used to indirectly vaidate
Requirement 4.6.5. Running these tools will deposit traces of their behavior in audit logs. Thiswill only
occur, however, if auditing is correctly engbled on an application. The developer can use these three
tools to generate audit logs and then manudly test them to vaidate the requirement by andyzing what
behaviors were recorded. Thus, indirect mappings can be considered a hybrid between a supplementd
process and a cgpability provided by an automated tool within the Toolkit.
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It isimperative that dl security requirements be vaidated, regardiess of the methods chosen by the
developer. Asthe Toalkit evolves with time, it will be expanded to include more tools capable of
vaidating more requirements in an automated manner, thereby easing the burden placed on the
developer to create amanua process or procedure. However, until al requirementsfor al types of
gpplications are mapped to an automated tool, the developer will have to rely on manual assessment.

46  TEST ENVIRONMENT PREPARATION

The Application Security Assessment Toolkit should be employed in an isolated or closed network test
environment to shield an organization’ s production networks from the assessment tools. Many of the
tools employ scanning techniques that are designed to probe and disable their targets while searching for
vulnerabilities. These techniques will activate intrusion detection devices within a network indicating that
aninternd attack on the network was under way, unnecessarily darming network and security
adminigtrators.

To circumvent this problem, the Application Security Assessment Toolkit should be ingtdled on a

lsolated Metwirk
Self-contained and izolated from any other
LAMzAYANS except for tool updates.

Huk
—

Target Hst ndawsﬂ_inuxj

Static [P: 19216581 x

Toolkit Host E
—

Intel-.Elased Mincowws) _J.
Static IP: 192 16581 : Ciptional Target Host (UMD
Static IP: 19216581 x

External Connection. Uzed
for toolkit updates only.

Figure4-2. |solated Test Network

closed and isolated test network. Figure 4-2 illudrates a potentia network layout.

To test an application for vulnerabilities and compliance with security requirements, the devel oper will
need to ingtd| the application on one of a set of target host computers within the test network. Typicdly,
there will be severd target hogts varying in operating system and hardware, each with its own daticaly
defined IP address. These target hosts will be connected via a network device, such as a network hub,
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to form a smple network. An additiond Intel-based (Windows operating system) computer will host the
Toolkit and will aso be connected to the network.

The developer will need to ingtd| the application under test on the gppropriately configured target host.
Then, using the Toolkit hogt, the developer should proceed to test for vulnerabilities. Note that because
of the myriad types of gpplications that can be built and tested, the exact details of configuring the target
host will be left up to the devel oper.
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5. ASSESSMENT PHASE

In this phase, the user of the tools will configure and run the tools identified in the pre-assessment phase
and then interpret the results:

Tool Configuration. The developer will configure connections between tool and the
goplication, aswdl as any internd settings within the tool.

Tool Use. Once configured, the tool will be explicitly started (viaa GUI switch/button or
from the command line) to perform its operation automatically.

Tool Output. Once thetool’s scan is complete, the tool will typicaly output its resultsinto
some form of report or file (which can be configured for verbosity). The developer will read
and interpret this output file to determine what, if any, vulnerabilities exist within the
goplication.

The process for configuring, using, and interpreting each tool within the current Toolkit (as described in
Section 2.2) is outlined below.

5.1 SPIDYNAMICSWEBINSPECT

This discussion is based on Weblnspect version 2.6.8 and is intended to be a supplement to the
Webl nspect User’s Guide.

5.1.1 Tool Configuration

The developer will configure the tool for use in a development environment (nonproduction) as this tool
can have detrimentd affects on a Web gpplication during the process of testing.

5111 Smart Update. The Smart Update feature allows the user to download the latest
vulnerability, adaptive agents, and product updates from SPI Dynamics to ensure that the tool is
functioning with the latest technology. The Smart Update feature should be used before each scanis
initiated to ensure the latest vulnerabilities are being checked for. (Note that if product updates are
available, they may be skipped and indaled later.) If the vulnerability database becomes corrupted, the
Refresh Database feature may be used to refresh and restore your database.

5.1.1.2 Target Selection. The sdection of the target is made via the Uniform Resource Locator
(URL) fidd. Thetarget sdlection can bein the form of ether acomplete URL or an Internet Protocol
(IP) address. If only certain portions of the Web site need to be tested, a starting directory root can be
appended to the end of the supplied URL or IP address.
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5.1.1.3 Form Input. If the Web application being tested contains pages with submittable forms,
Weblnspect is cgpable of automaticdly filling in and submitting the forms. Weblngpect will fill in the
forms autometicaly with data provided from the text file “formvauesixt”.

In the formvaues text file, comment lines begin with the semicolon (;). Thefidds used to fill the forms
are one per line, with three columns on each line. Thefirgt column isthe name to search when
identifying formstofill. 1f the nameto search for is preceded by an exclamation point (1), then only
exact matches will have their form filled. The second column contains the data that will be inserted when
aform with the name from the first column isidentified. The third column contains one of three options.
0, 1, or 'x wherethe x isanumber. These three options declare the maximum amount of characters
that aform field will befilled to be amatch. The definitions of the options are as follows:.

0 — ignore the maximum length

1 — populate the field with the maxlength of characters

Ix — maxlength of the fidld must be equd to x to be considered a match.
A shortened example file might be asfollows:

; Comments

; Comments

firss Bob O

Imd E 0

lag ZmudaO

phone 123-456-7890 !12

phone 1234567890 !10

add 123+Fake+AddresstWay O

Thistrandates to the following when certain form fields are encountered:
first—"Bob” will befilled into the form

middle—There is no match in the example as aresult of the! before mid; nothing will befilled
into the form

last—*Zmuda’ will befilled in to the form

phone—If the field is of length 12, “ 123-456-7890" will befilled into the form
phone—If the fidld is of length 10, “1234567890" will befilled into the form
phone—If the fidd is of alength other than 10 or 12, nothing will befilled into the form

address—This matches add, so0 “ 123+FaketAddresstWay” will befilled into the form.
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5.1.1.4 Policy Selection/Creation. When scanning and testing, Weblnspect bases its checks and
tests according to a user-sdectable policy. The policies available by default are Quick Scan, Safe
Scan, Full Scan, Assault Scan, and Blank Scan. These palicies are defined below.

Quick Scan—includes an automated and logicd link exploration (crawl) of the server in addition
to performing checks for known vulnerabilities in mgor packages and unknown vulnerabilities at
the Web server, Web application server, and Web application layers. A Quick Scan does not
perform checksthat are likely to create DoS conditions.

Safe Scan—is alimited version of the Quick Scan. It includes a subset of the checks included
in the Quick Scan, diminating checks that will trigger DoS conditions on systems of any
sengtivity.

Full Scan—is an extenson of the Quick Scan. It includes dl the checks possible, including
those for minor packages. The only checks that the Full Scan does not perform are those that
are likely to create DoS conditions.

Assault Scan—isthe scan that will perform al checks, including those vulnerability checks that
can potentidly create DoS conditions.

Blank Scan—is an empty scan that does not check for anything. It can be used as a gtarting
point and alow the user to individudly add each check desired. Thisis the recommended
course of action because even though the default scans may appear safe by their respective
labels, there isthe possihility that specific applications could gtill be adversdly affected by
Webl nspect.

Although it is easy to blindly use one of the above scan policies, it is recommended that users
familiarize themsalves with al the options within the policies and then creste a custom policy (using
the Blank Scanpolicy). Thisisrecommended o that the user becomes familiar with every check
and test that is to be performed and is able to identify and diminate performing potentidly
dangerous checks and tests. Ladtly, as afalsafe, dl testing should be performed in atest
environment in which the developer can revert to a previous state or quickly reload the gpplication if
it becomes corrupted by the tool.

When creating a custom scan policy, custom agents may also be added. Custom agents are actualy
custom scripts that can be developed from within Weblnspect to test for nearly anything that

Weblnspect is capable of testing.
5.1.1.5 Settings. Settings for the Weblnspect can be accessed from the Tool s->Settings menubar.
General
Locahost Proxy Request and Response Rules

404 Page Settings
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Crawler Settings
Attack Settings
Proxy Settings.

The General Settings indude

Connection Settings—change the length of time, in milliseconds (ms), that the tool will wait
before canceling a request when there has been no response from the Web application. The
default setting isfor 2000 ms, or 2 seconds. This should be adjusted up (higher) if it isknown
that the Web application will take more time on average to respond to requests, as aresult of a
dow connection or dow Web application. Adjustments down may be possible to increase the
speed of the scans, but only when there is confidence that this will not cause requeststhat are
vaid to time out.

Authentication Settings—allow for Basic and NT LAN Manager for Microsoft Windows
(NTLM) authentication to occur when provided with the necessary credentias.

The Localhost Proxy Request and Response Rules alow for Webl nspect to be used as a proxy
server for surfing the Web application. Weblngpect will then capture the information from the Web
gpplication as you browse and click through the ste. The settings for this feature are further explained in
detail within the Weblnspect User's Guide.

HTTP
Reguest
far & file

Poszitive
Yulnerability

Dioes the file
exkt?

YES

Responsze a
custom 4047

Recognized
custom 4047

Errar 404, no
vulnerakbility

Error 404, no
Wulner ability

Falze Positive
Yulner ability

Figure5-1. Possible 404 PageErrors

The 404 Page Setting is one of the most important settings to configure. When browsing a Web
goplication, anytime afile or Web siteis not found, an error 404 not found message is returned (Figure
5-1). Weblnspect usesthis error code to identify whether arequest has succeeded or failed. 1n many
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cases, Web applications modify the standard error 404 page to create custom 404 pages. |If

Webl nspect is unable to recognize these custom error 404 pages, it can cause the results of
Weblnspect to be full of false positives. For example, when the Weblnspect requests a certain file that
contains a known vulnerability, Weblnspect must be able to accurately determine if the file exists or not.
If acustom 404 page is returned that Webl nspect does not recognize, Weblnspect will record that the
file was found when it actually was not. This creates afase pogtive, or acondition in which a
vulnerahility isidentified when the vulnerahility does not actudly exi<.

The Crawler Settings alow the user to custom configure headers and regular expressions to be
included in the crawl. In addition, these settings dlow the user to further specify what will or will not be
crawled. The headers that can be configured are those used by the HT TP data exchanged with the
Web application while conducting a crawl. By adding custom headers, such as* Crawling by
Weblnspect on MM/DD/YY,” dl requests to the Web gpplication will be easily identified within the
Web sarver logs. In configuring what will or will not be scanned, Table 5-1 ligts the possible Crawler
Sdtings available.

Table5-1. Available Crawler Settings

Setting Description

Exclude Extensons File Extensons that should be ignored during crawl

Allow these hosts to be crawled Additional hogts that should be crawled

User-Defined Regular expressions Add regular expressonsto a crawl when beneficid to

for URLs completing a crawl

Do Not Crawl Hosts that should not be crawled

Include Referrer Header Y es/no on including the referrer information on users
coming from other Stes

Use URL Sanity Checker URL sanity checker to help remove requests that use
javascript

Max URL Vidts Maximum number of URLsto vidt during the craml, O
Sets to unlimited

Reguest Timeout (sec) Timeout period for arequest to fail

Request Method Alternative methods of requesting Web pages, such as
Get, Podt...

Crawl Depth Depth into Web gpplication tree crawl should go, 0 sets
crawl depth to unlimited

The Exclude Extensons options should be reviewed carefully. 1ts main purposeisto avoid excessve
time consumption during testing while downloading graphics and other types of filesthat do not cause
vulnerabilities. However, if those certain types of files are required to be available for download from a
Web application, then the user should ensure that the corresponding file extensions are not on the
Exclude Extensonslist. For example, if the user wants to ensure that the Web application does not
contain any downloadable Power Point dides (.ppt), then by removing the .ppt extension from the
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default Exclude Extensions option, Weblnspect will be able to identify any ingances in which .ppt files
are available for download. In addition, certain file types may contain information that should not be
disclosed, such as a PDF file (.pdf) that contains the security policy for the network the Web gpplication
resdes on. Consequently, close attention should be paid to which extensons are placed on the Exclude
Extensonslig.

It isimportant to complete the Do Not Crawl list so that parts of the Web application the user does not
want to test are not included in the testing. In addition, if Weblnspect's license dlows for any host to be
scanned, it isimportant to accuratdly list allowed hosts so that Weblnspect’ s crawling and testing does
not extend to hosts not belonging to the user or outside the testing authorization. If thetoolsare used in
a development environment as recommended, this can be further ensured by testing on a closed
network containing only the testing computer and the Web application host computers.

To obtain acomplete crawl and test of the Web application, the Max URL Visits and Crawl Depth
options should be set to 0. This setsthe fidds to unlimited so everything with alink to it should be
crawled and identified for testing purposes.

The Attack Settings contain an areain which to add header information to al requests that are used
during the attack phases of thetool use. Thisissmilar to what is done with the Crawler Settings during
acrawl. By adding custom headers, such as*“Attack by Weblnspect on MM/DD/YY,” dl requeststo
the Web gpplication during the attack phase will be easily identified within the Web server logs.

The Proxy Settings can be used to set up any proxy information needed when a proxy isrequired to
browse to the Web application being tested. In addition, any Client Certificates required can be set up
with this option.

5.1.2 Tool Use

5.1.2.1 Modes. After configuring the tool and beginning the process to start a scan, the following four
modes of scanning possible:

Scan

Crawl

Step Mode

Open Saved Scan.

The Scan mode will fully crawl and map out the Web gpplication’ s tree and then gpply dl atack
methodologiesto the site. All atack methodologies that are to be applied are determined by the policy
that is sdlected for use.
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The Crawl mode is usad to only fully crawl and map out the Web application’stree. Attack
methodologies will not be applied to the Ste until the Audit button is pressed.

The Step M ode dlows for the user to set Weblnspect up as a proxy and to record your actions as you
navigate the Web gpplication. This alows the user to manually map out the sections that are desired to
be included in the audit. Attack methodologies can then be gpplied to the sections manually crawled by
pressing the Audit button.

The Open Saved Scan mode alows the user to open previoudy saved scans for further evauation,
crawling, or auditing.

5.1.2.2 Usage Flowchart. This section describes an overal strategy to using Weblnspect. When
performing atest, the following sequence of steps should be followed, looping back as necessary (see

Figure 5-2):

Smart Update

Crawl

Manua Crawl

Audit

Information and Reporting
Petching, Fixing, and Repairing.

Smart Update

Smart Update

The firgt step to Sarting any scan isto run the Smart
Update. Aswas noted earlier, it isimportant to ensure
that the tool is operating with the most up-to-date
techniques for discovering and identifying vulnerabilities
in the Web application

Manual Crasl

Crawl

The second step to starting the scan isto run acrawl.
The crawl will identify and map the entire structure of
your Web gpplication. From within the scan wizard,
select the Crawl setting, the URL or P address to scan,
and the box to alow submisson of forms during the
crawl if desred. When dlowing formsto be submitted,
make sure to configure the for mval ues.txt filewith
appropriate datato fill in the fields that may be
encountered while crawling the Web application.

Fixing, and
Fepairing

Oncethetype of crawl is selected and the form values

are determined, the policy to use for the scan needsto

Figure5-2. Webl nspect Usage Flowchart
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be selected. The policy selected here should be the custom policy that has been devel oped specificdly
for testing the Web gpplication. If in a development environment and the appropriate back- ups of the
Web application have been made, the Assault policy may be used to fully test the Web gpplication. If it
isfound that when the Audit occurs there are problems completing the Audit, then adjustments may be
needed to reduce the checks of the Assault policy down to asafer set. Once these adjustments are
made, the new custom policy should be selected and used in the future.

Manual Crawl

After the crawl has completed, the findings and tree structure of the Web application should be
reviewed and edited as necessary. If any directories are not found that should have been included in the
test, then these directories should be manually added to the tree structure. If it isfound that any
directories were found that are not to be included in the testing, then these should be removed.

In the site map of the Web application, right clicking with the mouse on any directory or file within the
tree structure will bring up amenu of options. Table 5-2 lists these options.

Table5-2. Manual Crawl Options

Menu Item Description

Copy Copy the URL of the directory or file
Edit Sesson Edit the request within the Request Editor to make new custom requests
Remove Children Remove any files or directories beneath the current directory sdected

Manua Step-Thru Use Weblnspect as a proxy to manually step through and add directories or
filesto the tree structure

Crawl Start anew crawl from the point selected; useful if earlier crawl was
restricted in scope

Crawl 1 Depth Level | Start anew crawl from the point selected, but only go a depth of one deeper
Ignore Vulnerability If avulnerability isidentified with which you do not agree, remove from the

findings
Help Open the Weblnspect help dialog box
View View associated pieces of the tree structure

Using the above methods, the user should be able to completely map out adl known pieces of the Web
application quickly and accurately. In addition, the user should be able to remove any pieces of the
Web gpplication that should not be assessed further. Any parts removed should be noted and later
added to the redtrictions in the settings if possible to save timein future scans.,

If thereis not enough information in the above, the window on the right provides additiond information.
When a section of the Site in the Site View tree structure of the Web application is sdlected, three tabs
are avallable in the right window: Report, Sesson Audit, and Properties.

The Report tab will summarize the findings for any file or directory that is selected if there areany. The
Session Audit tab will provide a meansto review and modify the policy used for audit on the particular
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filesor directories. The Properties tab will provide acomplete log of what requests were sent out and

what responses were received for each directory and filethat isfound. The Table 5-3 ligtsthe
information that is recorded.

Command Description

Table5-3. Properties Tab Options

Show Request The raw request that was sent to the Web gpplication is recorded here

Show Response The raw response for the above request is recorded here

Web Browser The response for the above can be viewed within a browser here

Show Details The details of the request can be found here, such as Response Code,
Request Method, Response Time, ...

Show Links Show al links within requested page that were found

Show Comments Show dl comments within requested page that were found (“<!...”)

Show Text Show al text that was found within requested page

Show Hidden Show any hidden fields that were found within requested page
(type="hidden")

Show Forms Show any forms that were found in the requested page (“<FORM...")

Request Edito